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This policy newsletter will cover a number of topics resulting from recent legislation in Massachusetts. All
policies are posted as Word documents on the “Updated/New Policies” page on the MASC website
and in the MASC Policy Reference Manual.

Updated Physical Restraint Policy JKAA

As the result of a DESE regulatory review, the regulations regarding Physical Restraint (603 CMR 46.00)
have been rewritten and the new regulations will go into effect on January 1, 2016. Recognizing the fact
that many districts will want to follow the new regulations as the 2015-16 school year begins, MASC has
updated policy JKAA to comply with the new regulations.

Security Cameras in Schools - ECAF

MASC staff have increasingly seen requests for a sample policy on the deployment of security
cameras on school district property. We have added this new policy to our reference manual for
your use should you so desire. MASC thanks Attorney Liz Valerio of Deutsch, Williams for the
initial draft of this policy.

Emergency Plans — EBC

MASC has made changes to the policy on emergency response plans to ensure compliance with 2014
statutory changes to Chapter 69 Section 8A requiring the inclusion of local police and fire authorities in plan
development and response evaluation. Emergency response plans are also now required to be shared with
these local authorities whenever plans change and they must be reviewed with them at least annually.
Emergency Response Plans are also required to be drilled with students annually in the fall.

Technology Policies IJND-IJNDC

MASC had not done a major review of the technology policies since they were initially put in place. As time
has passed, more and different technologies have been integrated into the education environment. As a
result, MASC has rewritten these policies and removed exhibits and regulations, which are no longer
relevant, from the MASC Policy Reference Manual. The newer policies also align with a more thoughtful
approach to the use of technology in schools. MASC thanks the Groton Dunstable School District whose
policies and approach are the basis for these policy changes. Districts adopting these policies should also
remove IJINDB-E, IJNDB-R, and IJINDC-R from their manuals (these can be maintained elsewhere in the
district if they are still relevant but they are not policy).
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File: EBC

EMERGENCY PLAN

Advance planning for emergencies and disasters is essential to provide for the safety of students and staff;
it also strengthens the morale of all concerned to know that plans exist and that students and staff have
been trained in carrying out the plans.

The Superintendent will develop and maintain plans that meet the requirements of state law for
preparedness in case of fire, civil emergencies, and natural disasters.

The Superintendent shall develop, in consultation with school nurses, school physicians, athletic coaches,
trainers, and local police, fire and emergency personnel, an Emergency Medical Response Plan for each
school in the district. Each Plan shall include:

1. A method establishing a rapid communications system linking all parts of the school campus,
including outdoor facilities, to local Emergency Medical Services along with protocols to clarify
when EMS and other emergency contacts will be called.

2. A determination of EMS response times to any location on the campus.

3. A list of relevant contacts with telephone numbers and a protocol indicating when each person
shall be called, including names of experts to help with post-event support.

4. A method to efficiently direct EMS personnel to any location on campus, including the location
of available rescue equipment.

5. Safety precautions to prevent injuries in classrooms and on the school campus.

6. A method of providing access to training in CPR and first aid for teachers, athletic coaches,
trainers, and other school staff which may include CPR training for High School students; provided
that School Committees may opt out of instruction in CPR pursuant to Section 1 of Chapter 71.

7. In the event the school possesses Automated External Defibrillators (AEDSs), the location of all
available AEDs, whether the location is fixed or portable, and a list of personnel trained in its use.

The Superintendent shall annually review the response sequence with local police and fire officials. Plans
shall be submitted to local police and fire officials and the DESE at least every 3 years by September 1 or
when changes occur. Plans must be updated in the case of new construction or other physical changes to
the school campus.

Building Principals will meet all requirements for conducting fire drills and Emergency Response drills
(at least once per year) to give students practice in moving with orderly dispatch to designated areas under
emergency conditions, and the staff practice in carrying out their assigned responsibilities for building
evacuation.

LEGAL REF: M.G.L. 69:8A
Section 363 of Chapter 159 of the Acts of 2000
Section 7 of Chapter 284 of the Acts of 2014
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CROSS REF.: EBCD, Emergency Closings
JL, Student Welfare
JLC, Student Health Services and Requirements

SOURCE: MASC August 2015
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SECURITY CAMERAS IN SCHOOLS

The School Committee works to maintain a safe and secure environment for its students, staff, visitors,
and facilities. Security means more than having locks and making certain that doors are locked at the
proper times. Security also means minimizing fire hazards, reducing the possibility of faulty equipment,
keeping records and valuables in a safe place, protection against vandalism and burglary, the prosecution
of vandals, and developing crisis plans.

School facilities and their contents, constitute one of the greatest investments of the community. The
School Committee believes it to be in the best interest of students and taxpayers for the district to exert
every reasonable means to protect the investment adequately.

In pursuit of this objective, the School Committee authorizes the use of security cameras in school district
buildings and on its property to ensure the health, welfare and safety of all students, staff and visitors, to
deter theft, vandalism and other negative behavior, to safeguard district buildings, grounds and equipment,
and to monitor unauthorized individuals in or on school property. Security cameras may be used in
locations as deemed appropriate by the Superintendent of Schools in consultation with school officials as
well as local law enforcement and emergency response agencies. They may be used in any area, inside or
outside of school buildings where there is no reasonable expectation of privacy.

The district shall notify students and staff through student and employee handbooks and appropriate
signage that security cameras have been installed and may be used at any time. Students or staff identified
on security cameras in violation of School Committee policies will be subject to disciplinary action.

The Superintendent shall ensure that proper procedures are in place and are followed regarding use,
viewing, disclosure, retention, disposal and security of video recordings or photographs from security
cameras in accordance with applicable laws and regulations. A video recording used for security purposes
in school district buildings and/or on school property shall be the sole property of the school district. All
video recordings will be stored in their original format and secured to avoid tampering and to ensure
confidentiality in accordance with applicable laws and regulations. Access to video recordings from
security cameras shall be limited to school administrators (Superintendent/designee, School
Principal/designee). Law enforcement and emergency response officials shall be granted access to video
recordings or the security system after giving prior notice to the School Superintendent/designee.

The Superintendent may, from time to time, issue further guidance that is consistent with current laws and
this policy.

SOURCE: MASC

Adopted: August 2015
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File: IIND

ACCESS TO DIGITAL RESOURCES

The School Committee supports the right of students, employees, and community members to have
reasonable access to various information formats and believes it is incumbent upon users to utilize this
privilege in an appropriate manner.

Safety Procedures and Guidelines

The Superintendent, in conjunction with the Director of Technology, shall develop and implement
appropriate procedures to provide guidance for access to digital resources. Guidelines shall address
teacher supervision of student computer or tablet use, ethical use of digital resources and issues of privacy
versus administrative review of electronic files and communications. In addition, guidelines shall prohibit
utilization of digital resources for prohibited or illegal activities and for the use of other programs with
the potential of damaging or destroying programs or data.

Internet safety measures shall be implemented that effectively address the following:

e Controlling access by minors to inappropriate matter on the Internet as defined by the Children’s
Internet Protection Act (CIPA) and the Children’s Online Privacy Protection Act (COPPA);

e Safety and security of minors when they are using e-mail, instant messaging applications, and
other forms of direct electronic communications;

e Preventing unauthorized access, including hacking, viruses, and other unlawful activities by
minors online;

e Unauthorized disclosure, use and dissemination of personal information regarding minors.

The School District shall provide reasonable public notice to address and communicate its internet safety
measures.

Empowered Digital Use

All students and faculty must agree to and sign an Empowered Digital Use form prior to the student or
staff member being granted independent access to digital resources and district networks. The required
form, which specifies guidelines for using digital resources and district networks, must be signed by the
parent or legal guardian of minor students (those under 18 years of age) and also by the student. This
document shall be kept on file as a legal, binding document. In order to modify or rescind the agreement,
the student's parent/guardian (or the student who is at least 18 years old) must provide the Director of
Technology with a written request.
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File: IIND

Employee Use

Employees shall use district email, district devices, and district networks only for purposes directly related
to educational and instructional purposes.

Community Use

On recommendation of the Superintendent in conjunction with the Director of Technology, the district
shall determine when and which computer equipment, software, and information access systems will be
available to the community. All guests will be prompted to, and must accept the district’s Access to Digital
Resources Policy before accessing the district network.

Disregard of Rules and Responsibility for Damages

Individuals who refuse to sign required Empowered Digital Use documents or who violate district rules
governing the use of district technology or networks shall be subject to loss or restriction of the privilege
of using equipment, software, information access systems, and network.

Individuals shall reimburse the district for repair or replacement of district property lost, stolen, damaged,
or vandalized while under their care.

SOURCE: MASC
LEGAL REFS: 47 USC § 254

Adopted: August 2015

Note: FCC regulations that went into effect April 20, 2001, implementing The Children’s
Internet Protection Act (47 U.S.C. § 254) require each school/district to certify compliance
with certain policy requirements in order to maintain eligibility for Internet access discounts
and other services provided by the federal government.
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File: 1INDB
EMPOWERED DIGITAL USE POLICY
Purpose

The School Committee recognizes the need for students to be prepared to contribute to and excel in a
connected, global community. To that end, the district provides ongoing student instruction that develops
digital citizenship skill sets for using technology as a tool. Information and communication technology
are an integrated part of our curriculum across subjects and grades in developmentally appropriate ways
and are aligned with the Massachusetts Curriculum Frameworks and standards, including seeking
knowledge and understanding; thinking critically and solving problems; listening, communicating, and
interacting effectively; and engaging and competing in a global environment.

Availability

The Superintendent or designee shall implement, monitor, and evaluate the district’s system/network for
instructional and administrative purposes.

All users shall acknowledge that they understand that using digital devices, whether personal or school
owned, and the school district network is a privilege and when using them in accordance with School
District guidelines they will retain that privilege.

The Superintendent or designee shall develop and implement administrative guidelines, regulations,
procedures, and user agreements, consistent with law and policy, which shall include but not be limited to
the following:

e Digital devices, software, and networks shall be used in school for educational purposes
and activities.

¢ An individual’s personal information (including home/mobile phone numbers, mailing
addresses, and passwords) and that of others shall be kept private.

e Individuals will show respect for themselves and others when using technology, including
social media.

e Users shall give acknowledgement to others for their ideas and work.

e Users shall report inappropriate use of technology immediately.

These procedures shall be reviewed annually by district administration together with students and teachers

and shall provide a springboard for teaching and learning around topics such as internet safety, digital
citizenship, and ethical use of technology.

SOURCE: MASC
Adopted: August 2015
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INTERNET PUBLICATION
l. PURPOSE

The School District has established a district-wide web page that links users to web pages for the
district's individual schools. The School District maintains these web pages for educational
purposes only, in furtherance of the educational mission of the School District. All published pages
and corresponding links to other sites must relate to the district's educational mission.

1. SUPERVISION AND APPROVAL OF WEB PAGES

The Superintendent (or his/her designee) may select the person or persons (“the Webmaster™)
responsible for overseeing the school district’s web pages and maintaining the web pages in a
manner consistent with this policy and the school district's Access to Digital Resources Policy.
The Webmaster must approve all links from the district web pages to other sites on the Internet.
The Webmaster will review the links to ensure that the links are related to the district’s educational
mission.

Staff members may publish web pages related to their class projects or courses on their school's
web site. Staff members must submit their material to the Webmaster for approval before the
material can be published. Staff members may not publish or link to personal web pages as part
of the school district web site.

Student or staff work (e.g. voice, likeness, quotes, written material, musical pieces and graphic or
other artwork) may be published on the district’s web pages, as detailed below. All work that is
published will be accompanied by a copyright notice written by the Webmaster that prohibits
copying the work without the written consent of the copyright holder.

I1l.  CONTENT STANDARDS

All web page materials are expected to be accurate, grammatically correct and free of spelling
errors. Student work may deviate from this standard depending upon the age and grade level of
the student. Web pages should be well-organized and professional in appearance. Web pages
must not contain copyrighted or trademarked material belonging to others unless written
permission to display such material has been obtained from the owner and the owner is credited
on the school's web page.
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IV. SAFETY PRECAUTIONS

A. In general
Identifying information about students, such as first and last names, personal phone numbers

or home addresses, will not be published. First names or first names and the first letter of the
student's last name may be used where appropriate.

B. Student photographs

Student photographs may be published only with the written consent of the student's parent or
guardian.

+ Student photographs will not be accompanied by identifying information about the student(s).

C. Student work
Student work, e.g. voice, likeness, quotes, written material, musical pieces, and graphic or
other artwork, may be published only with the written consent of the student's parent or
guardian.

D. Staff photographs, identifying information and work
» Photographs of staff members, accompanied by the staff member's full name, may be
published only with the staff member's written consent.
« Staff work, e.g. voice, likeness, quotes, written material, musical pieces and graphic or
other artwork, may be published only with the staff member's written consent.

SOURCE: MASC

Adopted: August 2015
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PHYSICAL RESTRAINT OF STUDENTS

Maintaining an orderly, safe environment conducive to learning is an expectation of all staff members of
the school district. Further, students of the district are protected by law from the unreasonable use of
physical restraint. Such restraint shall be used only in emergency situations as a last resort and with
extreme caution after other lawful and less intrusive alternatives have failed or been deemed inappropriate.

When an emergency situation arises, and physical restraint is the only option deemed appropriate to
prevent a student from injuring himself or herself, another student or school community member, a teacher
or employee or agent of the school district may use such reasonable force needed to protect students, other
persons or themselves from assault or imminent, serious, physical harm.

The definitions of forms of restraint shall be as defined in 603 CMR 46.02.

The use of mechanical restraint, medical restraint, and seclusion is prohibited.

Physical restraint, including prone restraint where permitted under 603 CMR 46.03, shall be considered
an emergency procedure of last resort and shall be prohibited except when a student’s behavior poses a
threat of assault, or imminent, serious, physical harm to themselves and/or others and the student is not
responsive to verbal directives or other lawful and less intrusive behavior interventions are deemed
inappropriate.

The Superintendent will develop procedures identifying:

» Appropriate responses to student behavior that may require immediate intervention;

« Methods of preventing student violence, self-injurious behavior, and suicide including crisis
planning and de-escalation of potentially dangerous behaviors among groups of students or
individuals;

» Descriptions and explanations of alternatives to physical restraint as well as the school’s method
of physical restraint for use in emergency situations;

» Descriptions of the school’s training and procedures to comply with reporting requirements
including, but not limited to making reasonable efforts to orally notify a parent of the use of
restraint within 24 hours of its imposition;

« Procedures for receiving and investigating complaints;

+ Methods for engaging parents in discussions about restraint prevention and use of restraint solely
as an emergency procedure;

» A statement prohibiting: medication restraint, mechanical restraint, prone restraint unless
permitted by 603 CMR 46.03(1)(b), seclusion, and the use of physical restraint in a manner
inconsistent with 603 CMR 46.00;

« A process for obtaining Principal approval for a time out exceeding 30 minutes.
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File: JKAA

Each building Principal will identify staff members to serve as a school-wide resource to assist in ensuring
proper administration of physical restraint. These staff members will participate in an in-depth training
program in the use of physical restraint.

In addition, each staff member will be trained regarding the school’s physical restraint policy and
accompanying procedures. The Principal will arrange training to occur in the first month of each school
year, or for staff hired after the beginning of the school year, within a month of their employment.

Physical restraint is prohibited as a means of punishment, or as a response to destruction of property,
disruption of school order, a student’s refusal to comply with a school rule or staff directive, or verbal
threats that do not constitute a threat of imminent, serious physical harm to the student or others.

Physical restraint is prohibited when it is medically contraindicated for reasons including, but not limited
to, asthma, seizures, a cardiac condition, obesity, bronchitis, communication-related disabilities, or risk of
vomiting;

The use of “time out” procedures during which a staff member remains accessible to the student shall not
be considered “seclusion restraint.”

This policy and its accompanying procedures shall be reviewed and disseminated to staff annually and
made available to parents of enrolled students. The Superintendent shall provide a copy of the Physical
Restraint regulations to each Principal, who shall sign a form acknowledging receipt thereof.

SOURCE: MASC
ADOPTED: August 2015
LEGAL REF.: M.G.L. 71:37G; 603 CMR 46.00
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